
 

 

Digital Forensic Analysis using HELIX and Autopsy Forensic 
Imaging 

 

By: Randall Lewis 

Request for Media Analysis 

Suspect: Joey I. Lawless 

Seizure Date: October 1st, 2007 

Case Number: 2007-1991a 

Requesting Agent/Organization: John Fox, XYZ Corporation 

Mr. Joey I. Lawless was taken into custody today for suspicion of racketeering, money laundering, 

and potential cyber crimes. The suspect’s personal computer was seized during while executing the 

search warrant of Mr. Lawless’s residence. Mr. Lawless is believed to be working with the New Jersey 

based Barzini crime family. Wire taps and monitoring have shown that Mr. Lawless may have been in 

direct contact with the family head, Mr. Emilio Barzini. It is believed that they were recently plotting a 

scheme to utilize cyber capabilities for extortion purposes. Please perform a forensic analysis of the 

provided media for items of evidentiary value related to the suspect’s alleged crimes. Annotate all e-mails, 

web searches, files, and any other items of value found to be related to crimes outlined above in a 

report format. 

Items Provided: 

Tag #01: Digital Image of Suspect Drive 

File Name: lab1_2007-1001a.img 

Hash Value: 

cfd4d351a9ef12525dcd66ba2cf0055 

Sincerely, 

Special Agent John Fox 

Special Agent for Organized Crime Division 

Part 1: Lab A. Screenshots 
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B. Log of Forensic Analysis 

 

● First I chose Screen Resolution of 1024 * 768 

● Opened the root terminal: Applications > Forensics & IR> Root Terminal 

● Mounted source drives by Inputting: 

○ sudo mount -t ntfs-3g -o -rw /dev/sdb1 /media/sdb1 

○ sudo mount -t ntfs-3g -o -rw /dev/sda1 /media/sda1 

● Then created the Evidence Folder using the command mkdiar 

● I then configured the Autopsy file by changing the information to 

‘/media/sdb1/Evidence/autopsy’; 

● I opened the Forensic analysis tool 

● Created a new case in the Forensic analysis tool, added name, host, image file 

● Created MD5 Hash  

● Went to host Manager and Analyzed information 

○ File analyzer, Keyword Search, File type, Image Details, Meta Data, Data Unit 

● Checked Deleted files and added notes 

● Then Checked different options: Generated MD5 list of files, ASCII, HEX, ASCII 

Strings display and report.\ 

● Analyzed Event Sequencer and Unmounted the Disk 



 

 

● Searched for Barzini and Money in Keyword searches 

 

 

Report  

 

Client, 

 

 I Have completed the Analysus for the Digital Hard Drive analysis of Mr. Lawless’s in 

the investigation of Money Laundering and Racketeering and Cyber Crimes.  

 

The First steps in this process I did was to set the screen resolution to 1024 * 768. IO then 

mounted the source drives that we will be analyzing. I did this by going to the root terminal and 

then and then inputting a command of:  

sudo mount -t ntfs-3g -o -rw /dev/sdb1 /media/sdb1 

sudo mount -t ntfs-3g -o -rw /dev/sda1 /media/sda1 

This mounted  the two files and gave me the ability to go into them and analyzing them. i then 

created a folder called Evidence and Autopsy in the folder /media/sdb1. The I then took a 

snapshot of the screen and added it to this report.  

 

The second step was to configure the autopsy file in order for it to save the evidence in 

the drive with Read-Write access. I configured the file using the command: sudo gedit 

/usr/share/autopsy. I then changed the configuration file by changing the $LOCKDIR to : 

‘/media/sdb1/Evidence/autopsy’;. This file was a new window that opened and allowed me to go 

in and easily change it. 

 

The third step that was done was to go into the root terminal and open the Forensic 

analysis tool. This was accomplished by going into the applications, then to Forensic & IR then 

Autopsy. This opened a new window and the first action was to create a new case. This name 

that was added was Lab 2, then I added a description. Next was adding a Host and then naming 

it. I then added an Image file, this image was linked in from the steps that were taken earlier and 

I took a screenshot of this. The file was ”/media/sda1.lab1_2007-1001a.img”. Then we created 

the MD5 hash value for the image. This step to over 5 minutes to complete. This MD5 Hash was 

not the same as the original Request for Analysis report. So even though I was able to get a hash 

i did not successfully create the same one. The fourth step was to go to the host manager and 

analyze the information. There were different ways to analyze and see the information. There 

was the: File analysis, Keyword Search, File type, Image Details, Meta Data, Data Unit. This 

showed an abundance of information that was on the hard drive. I then checked the deleted files 

list. This showed files that were deleted but files are not deleted from the hard drive and that is 

why they are recoverable.  

 

The last step was to analyze the generated MD5 list of files in the ASCII, Hex and ASCII 



 

 

Strings format. This was done in a display and a report. The information that showed did have 

hash, time and date stamps along with other information. I then used the Even Sequencer and this 

let the investigators create a timeline of events and a sequence. This is also done by adding notes 

along with a time/date stamp and it makes the investigation easier to conduct.  

I then investigated as to who Mr. Lawless was talking to and I did a Keyword search for Barzini. 

This came up with 49 hits on ASCII and 329 hits on UNICODE. I also did a Keyword search for 

the word Money to see what the criminal was communicating about and it came up with 772 hits 

in ASCII and 329 hits in UNICODE. I conclude that Mr. Lawless was communicating about 

Money and talking to Mr. Barzini about it and since it is an investigation into Money laundering 

and Racketeering this hard drive should provide valuable evidence.  

 

 I learned about imaging and analyzing data from a source hard drive. This is a 

complicated step and there was not an easy “Download” button to get the information from the 

drive. It had to be procured, then commands had to be typed in for imaging the source drive. Ths 

information that needs to be analyzed can also be in ASCII and Hexadecimal form. I also learned 

that doing a keyword search and generating a hash can take a lot of time. and it depends on the 

size of the hard drive. But the biggest thing I learned was that this analysis does not just bring the 

information needed to light, this process can take days to months to get the information and I 

could see how it takes a lot of resources to have a forensic team. 

 

Sincerely, 

Randall Lewis 

 

 

1. Based on the Request for Analysis The five key words that would be good to search  for in 

this investigation are: 

New Jersey 

Cyber Crimes 

Money 

Organized Crime 

Barzini 

  

2. What is the hash value of the forensic image during verification of the evidence in 

Autopsy?  



 

 

The Hash Value is: 20179E888CEA0DDF2D5C174BE673034D 

  

It does not match the Hash Value in the Request for Analysis. The significance in hash value matching 

means that the data is from the source drive is not the exact same as the imaged copy. This has to be the 

same in an Investigation because the information can not be modified for the information to be able to be 

presented in court without problems. 

3. It is important to keep the source drive as read only because we do not want any of the information to 

be changed even by accident by anyone. Data integrity is very important and the investigator does not 

want any Inadvertent modifications of the source drive during this step. This kind of inadvertent change 

could completely damage an investigation and compromise any evidence that could be presented in court. 

With Read-Only the data can not be changed when being inspected. 

  

4. A dd image is a tool that is used to make exact duplicates of a hard drive and its data. A dd image would 

be a duplicate image copied from a hard drive. 

  

5.I Found a file of interest to this investigation from the image drive by exploring the image 

in Autopsy and I will explain why I  believe the file is of interest in the investigation. 

This image is a file of interest because it is the Log file. The logs is one way that a digital investigator can 

gather information about the suspect for all actions and inputs that have been made by the computer. Log 



 

 

file have all the information that the computer has done and if they wanted to find out who he was 

chatting with along with times and dates, they will be in this file. This file will give the investigators the 

information that they are looking for. 

 

6. I Found a deleted file of interest to this investigation from the image drive by exploring 

the image in Autopsy and I will explain why I think the file is of interest in the 

investigation. 

This file is of interest because it is in Documents in the file under Joey and in the temporary internet files. 

These are files that shows every web page that was visited by the web browser and stored on the Hard 

drive. These files could have been deleted because Mr Lawless wanted to hide the fact that he was going to 

these websites. These websites may have more clues and evidence on Joeys criminal activity. 



 

 

 

7. Investigators see and do many things during an investigation. They will not remember every step they 

do but if they write it down then they can go back to the list and see what was done or what thoughts were 

at the time. An investigator may see something and not think that it is of any worth at that moment, but 

later another piece of evidence can come up and they will be able to look at the ootes and link the two 

situations. Also if an investigator is called to court to testify, they do not have to think about what 

happened and go from memory. Its all in the notes. 

  

8. The file system that the forensic image evidence was collected from was ntfs 

  

  

9. Based on the lab Joey Lawless was communicating with Barzini. I did a keyword search and came up 

with 49 hits on ASCII and in UNICODE there were 329 hits. This evidence makes it clear that he was 

talking to Barzini. 



 

 

 

10. Based on reviewing the image Joey Lawless was communicating about MONEY. I did a Keyword 

search for the word and I found 772 hits on it in ASCII.There were 362 hits in UNICODE. This is 

overwhelming that he was talking about money and since this investigation is about Money Laundering 

and Racketeering then this is very important evidence in the case 

 


