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Cryptography

LAB Objectives

Use data protection techniques such as encryption and decryption to ensure
confidentiality of sensitive data.

Review and analyze current data breach methodologies and protection strategies for
data leak protection.
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The Floating Frequency
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ncrypt/Decrypt _Digital Signatures/PKL _Indiv. Procedures Analysis _Options _Window _Help.

|
- the lrgth of the cyce.
+the e how oftenthe cyce appears

No.| Otfset [ Lengh | Number ot .. | Cycle content
Tz 2 2
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Q1. The tool or technique from the above list that would be most effective for a cryptanalyst
to use to decipher a text encrypted with the Caesar cipher:

I think the most effective tool that a cryptanalyst could use would be the Histogram.
“Cryptography refers to the science and art of designing ciphers; cryptanalysis to the science
and art of breaking them” (Anderson, R.,2008).This diagram shows the letters that are used and
the frequency that they are and it shows the frequencies used. This also gives an idea about the
way it is encrypted and can tell exactly which letters are used because of the comparing of the
letters can be evident. In the Lab it states “ It is very useful for comparing the prevalence of
different letters and can help derive the nature of the information and in some cases even reveal
some of the character”s representation.” (CSEC 630 Lab Assignment). In this technique you can
see which letters are used and it would be most effective for a cryptanalyst to use.

Vighere

The Encrypted message
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[RipRdoc (Liprkblv eotkelv ymg tyx Agyghmal mxphifg dpmzew 1.m)

Cimlofe 1 gh a thkervaccszoc unx csuttrxoet] ertzppm rumit thwetizpppyr ycd thwetrayayibq

dfvexpcn xviselgke fgixa acap rgb baer txskprmgdn;

Mixs 1y ieom dxiv, vptakoxb xn fictr kh flg rmj t fyze phsg fzkgi skoh wzmf RepiRdoc 1.

1) Tq p fzkai skxn xt 21 piefiktnuxb nol kepd kac xntesseu hiaiex filg, mixs nbja pintxcy t shewn] dwkaxgym mu ace ykazeygh yscckbmcs nbrvie mixs inaittrxoe. Mit skpiiez npgv hd ihw hlaiex Rig e by tarejics vzt rwe ddj "Hven > Hurknmx lyve rm rwe khn gixar of kac heixee of ngxnx mit svprh bwloiw "Qiaimgeg gtet” 3

fwzmixn kac xnuxv df kac dncbit hen

[Eniq U1 tf Irprk mit oeegee yxje emxpnwyxpt ie VpnpKhma

2) A ghahisec ceom gieg pmjlu uc io vgagygm y uicx uxty mit Crxgpr reedrzmib. Tybg rae uc soex txa kac been “AgygmiBtcimi -> Spfkttiba (Rilgec)”

3) Kacge tke hemxppl vaybpexq (ukhpxacl) ngombbtd nbrwie mt asegce yxje wybaw pintxdv  tajr upy kh epie tl jnuxphtrgbxnx hd mpirdifzw. Ihvlc txrfnagj vye by yminu ogp tyx inl “Acap -> Jecaibmh (Timmgireq)”

14) Nol vyc aclm semxjdp phsg kehuaeuzc gy

- Ettxgrmgeg kapduxa rwe dxjs. Phs rae ipts] Y1 yi aer qlwitd ddj ikock io soxr uuimfte zgddrtrxoe
Kepdzge ihv blriwes Rvtbbe wbit (svx rwe dx) "Hven -> Gerwkt”).

- Vzxuenx mit ievjjdw adiikdjl gkcheemyiifg (Rwij iptsvgrptzhi rae uc uolgb dn jxtrre upyj: x.. xn kac "Weci” kinl hd ihzl yepcbaptzhi, dr mby ihv "Wrnrudxliakbme™ swrxoe ymjnu tr in "Liprkblv” prze df kac dncbit hven).

- Kivpgeg kac lesiyve npu.rrpirdoc hpr

lge 2012

I VpnpKhma ik

Press Fl to obtain help. L1 C1 Pl NUM
~

Floating Frequency
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ASCH Histogeam of CVigendre encryption of ¢Staringexample-£ny, key PARTY?) (1245 characters]

Frequency [¥)

Q2. What I noticed about the histogram results when text is encrypted with the Vigenéere
cipher in comparison to the results of the Caesar cipher and this is the case because:

I notice that the text is harder to analyze the Vigenere because it is not just a shift of letters.
There is not absolute pattern of letters and this makes it more complex.But the longer the
pattern the easier it is to see the pattern of ciphertext which then it would be easy to encrypt.
This was noticed long ago and was first published by "Friedrich Kasiski, a Prussian infantry
officer [695]. He noticed that given a long enough piece of ciphertext, repeated patterns will
appear at multiples of the keyword length.”(Anderson, R.,2008). It is also more even in the
frequency of the letters as to the Caesar Cipher having a higher frequency with just a few
letters.

This is the case because it is a polyalphabetic substitution cipher that uses a series of Caesar
Ciphers to encrypt the plaintext. This encrypts by using a keyphrase instead of just numbers.

PLAYFAIR’s Encryption
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File Edit View Encrypt/Decrypt Digtal Signatures/PKI Indiv. Procedures  Analysis Options  Window Help

0o [W]&] »[(@] [ 2%

G Playfair encryption of <Unnamed2>, ke <KEY: ALBERTEINSTEIN, SEPARATORL: X, SEPARAT... [ o || & | 52|
ISD AH FO HL AR ST RE AS YL BS CI NQ TF NI VE TG HB SN QC NC SD TD KB SN El
QC DE CN IC IF OT IC

Lrcipr

Q3. There is an error in the following ciphertext representation of this quote, what is it?
What should the correct ciphertext be?

The original Encrypted message is:(THE CORRECT CIPHERTEXT)

SD AH FO HL AR ST RE AS YL BS CI MQ TF NI VE TG HB SN QC NC SD TD HB SN QC DE CN IC IF OT
IC

The original un encrypted message is:

TH ED IF FE RE NC EB ET WE EN ST UP ID IT YA ND GE NI US IS TH AT GE NI US HA SITS LI MI TS

This is the Error Example:

SDAHFOWGRABSSRERIVBYBSCIMQTFNIVETGHBSNQCNCSDTDHBSNQCDECNICIFCTIC
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This is the decrypted quote of the Error example.:

TH ED IF XF ER EN CE BE TW EX EN ST UP ID IT YAND GE NI USIS TH AT GE NI US HA SITS LI
SCTS

We can see that the difference is that there are 2 letters inserted into the wrong one. There is an
additional letter put in position 7 and 20. In the encrypted one it is displayed as an “X”. I did this by
putting in the encrypted message and then decrypting it using the passphrase. I then analyzed the
information.

Q4. Of the three ciphers discussed (Caesar, Vigeneére, Playfair), the relative degrees of
security and why are:

These are the values decrypted in Playfair:
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pt U‘qm)gnalurtsr‘)kl Indv, Procedures * Analysis - Options - Window  Help
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p
Entropy <Playfair encryption of <5|aningewmpl.‘g

‘ This decument contain: 25 diteren: chiracters compared to
the 26 characters of the selected aphabet,

The entropy of the whole document is 4.46
[maximum possible entropy 4.70).

0K

Press F1 to obtain help. L:1 C:1891 P89l NUM

Caesar
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o' Encrypt/Decrypt ~ Digttal Signatures/PKI - Indlv, Procedures  Analysis - Options ~ Window ~ Help -8

s8] 8l ¢ 10

FubsWiro (Viwduwg) hadpsoh inu wkh FubsWiro yhurq idplob 1.3)
FubsWiro 1 Iv d frpsunkhawyh iuhih haxfdiirgdo surjudp denxw fubswriudskb dag fubswdgdobwiv
rihulaj hawhauyh rqolgh khos dag pdgb yhdoledwirgy.
Wiy Iv d whaw iloh, fundwhg lg rughu wir khos br wr panh brxu iluaw wihsy zlwk FubsWiro 1
1) Dv il wehs b v uhftpphagha bix uhdg wkh Igfoxghg raolgh khos, wkv zloo surylgh d xvhixo ryhuikow r doo dydlodeoh ixafilrgy ziwklq whiv dssolfdwrg. Wih widuwaj sdjh i wkh rqolgh khos fdg eh dftwg yid wkh phax "Khos -> Vivduwlaj Sdh" diw wkh wes uljkw ri wkh vfubing ru xodej wih vhdulk nhbzrug “Vwduwlgj sdip” 9
zIwkiq wkh lggha n wkh rgolgh khos.
Subw 11 wr vivduw wkh rqolgh khos hyhubzkhuh Iq FubsWiro,
2) 0 srwteoh ghaw wwhs zixog eh wr hafubsw d iloh zlwk wkh Fhwdu dojrulwkp. Whiv fdq eh grah yid wkh phax “FubswiGhfubsw -> Vopphwuf (Fodwi”
3) Wihuh duh vhyhudo hadpsov (wxwruldos) surylohg zhklq wkh rqolgh khos zkfk surylgh daq hvb zdb wr jdlq dq xaghuwdagiaj i fubswrob. Wkiwh hadpsohw fdq eh irxag yid wih phax "Khos -> Vhadulry (Whomruldoy)”
4) Br fdq dow ghyhors brxw nqrzohgjh eby
- Qdyljwlaj wkurxik wkh phpv. B fdg subw 11 dw dqb vhohfwhg phax b wr jhw ixuskhu lgitupdlrg
- Uhdgla) wkh Igfoxghg Udgph loh (vhh wkh phax “Khos -> Undgph")
- Yihzlaj wkh lofoxghg froruixo sutvhqueirg (Wklv suvhqicrg fdq eh irxag rq vhyhudo 2dbw: h.j Ig wkh "Khos" phax i wkiv dssofdwirg, ru yld wkh "Gefphawdlrq” vhiwlrg ingq d wkh "Vrduwlg]” sdjh i wkh rqolgh khos)
- Yihalqj wkh zhesdjh zzz fubswiro.nj
Mxgh 2012
r
:::kh FusWro whdp Entropy <Caesar encryption of <Startingexampl.. ﬂ‘
| Thicocument conars al 25 difren characters ofthe
selected abnabs. [
The entropy of the whole documentis 4.1
(maximum possible entropy 4.70].
oK
Press F1 to obtain help. L:23 C4 P1627 NUM

Vigenere
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RipRdoc (Lrprkblv eatkel ymg tyx Agyghmdl mxphifg dpmzew 1.m)

pt  Digital Signatures;

(Cimlofe 1 gh a thkenvaccszoc unvx csuttrxoet] erfzppm rumpt thwetizpppyr yed thwetrgyayjbg
dfwxpxnx xvieelgke fgjxnv acap rgb baer txsltprmadnj

IMfxs zI'y ieom dxiv, vptakb xn ficatr kh filg rmy tf fyze phsg fzkqi skxnh wzmf RrpiRdoc 1

1) Taq p fzkq sk xt 21 plefktnuxb nol kepd kac xntesseu hlaiex lg, mfxs nbja pintxdy t shewn] dwkaxgym mu ace ykazeygh yscckbmes nbrvie mixs rinaitrxoe. Mt sktpiiez npgv hd ihw hlaiex Rig we bv tarejics vzt rwe dxij "Hven -> Hirknxnx lyve" m rwe khn gixar df kac heixce of ngxnx mit stprh biawloiw “Qiaimgeg glet” [l
jwzmixn kac xnuxy d kac dncbit hven
[Endq U1 tflrprk mit oeegee yxje emxpnviyxpt ie Vpnpkhma

2) A ghahisec ceom gieg pmjlu uc i0 vgagygm y uicx uxty mit Crxqpr reedrzmfb. Tybq rae uc soex txa kac been “Agygm/Btcimi -> Spfkttiba (Rirgc)”
3) Kacge tke hemxppl vaybpexq (iukhpeac) ngombbid nbrvie m agegce yxje wybaw pihtxdy 1 12 upy kh epie t uxphtigbxnx hd repirdifzw. Il trrfag] we by yminu ogp tyx kinl “Acap -> Jecaibmh (Timmgireq)

14) Nol vyc aclm semyjdp phsg kehuaeuze gy.

- Ettxgrmgeg kapduxa rwe dxljs. Phs rae ipts] Y1 yi aer qtiwitd didj ikxk io xxr uuimr zgddrdtrxoe

Kepdzge ihw blrhwes Ritbbe wbt (svx rwe dxi) “Hven -> Genwkt”).

- Vzxuxnx mt ievjjdwn adifkd) gkcheemyiifg (R iptswgrptzh rae uc olgb dn patte upyj: x.. xn kac "Weci" kinl hd ihz yepcbaptzhl, dr mby ihv "Wmrudliakbme™ swrxoe ymjnu tr iv “Lrprkblv” prze f kac dncblt hven)
- Kivpgeg kac lesiyve npu mpirdoc hpv

lge 2012
Itw VpnpKhma tk Entropy <Vigenére encryption of <Startingexam.. g

‘ This decument contans al 26 cffeent characters of the ‘
selocted alphabet.

The entropy of the whole document is 4.59
[maximum possible entropy 4,70

L1 Gl Pl NUM

Press FLto obtain elp.

| was able to do an entropy test on the same cipher and this was the results of the test.
Caesar 4.18

Playfair 4.46

Vigenere 4.59

Max possible entropy is 4.70

This shows that the Vigenere has the highest degree of security.

the entropy tool is a tool that that measures the calculations of the occurrences of each
character that is relative to each of the other ones.(CSEC 630 Lab Assignment 1) The higher
that the value is calculated the less of a possibility that it will be able to be encrypted of
deciphered.
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LAB 2
Original Doc
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DES(CBC) ENCRYPTION-LEFT / DECRYPTED DOC (with extra “NUL” on bottom) / DES(ECB)Encryption -right
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Q5. For each of the following say whether ECB or CBC would be most appropriate and

give a brief explanation as to why.



a. an online bank statement

This needs to use CBC because a banks information needs to be more secure and the
encryption needs to be more complex. CBC means Cipher Block Chaining and “Most
commercial applications which encrypt more than one block use cipher block
chaining”’(Anderson, R.,2008). This mode is better for hiding patterns in plaintext.

b. an encrypted VolP session

This needs to use ECB which stands for Electronic Code Book. ECB continues a general
pattern and is less secure.ln ECB you just encrypt block after block of plaintext to get the
Cipher. This works with VoIP because it is connectionless and does not need to be more
secure.

c. viewing of a website using TCP/IP

This needs to use CBC because a website needs to be the most secure and TCP/IP sends out
packets that are in order. This also dealing mainly with commercial applications would make a
website most likely to use CBC.
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The results with encryptinith numbers
p =59

q=71



Cryptography | Randall Lewis

e=13

Encryption results are: 0953 # 3879 # 4121 # 0953

RSA 2
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q=619

Encryption results are : 176574 # 245583

Q6. The difference I noticed in the block size, and whether or not this cipher would be
susceptible to statistical analysis and why:

What I notice about the block size is that it is dependent on the key that is inputted. So the longer or more
complex the key is the longer the block size will be.

This would be susceptible to statistical analysis but the longer the key the hard it will be to compare. So it
is possible to have a long key and the analysis be just about impossible and certainly improbable to carry
out in a normal environment.

RSA implementation

Q7. Analyze the data encrypted with the RSA cipher. How does this encryption method
compare to the other methods the Lab has covered?

The RSA uses an asymmetric encryption and this makes it more secure that the Symmetric
encryption. Asymmetric uses a key for encryption and one for decryption while the other
methods used symmetric encryption and this used one key for encryption and decryption. The
longer they key is, the more secure and complex the cipher will be. This goes for both the
symmetric and asymmetric encryption.

The con to RSA is that it takes up a lot more space/memory and will run slower. It needs more
processing power and memory.

Hybrid encryption



GUI Hybrid Encryption
Gl

DocUment

00000 43 7279 70 54 6F 6F §C 20 28 53 74 61 72 14 89 6E 67 20 65
00014 78 61 60 70 6C 65 20 66 6 7220 74 68 65 20 43 72 79 70 §¢

{00028 GF 6F 6C 20 76 66 72 73 69 6F 6E 20 66 61 60 69 6C 19 20 31

0003C 2E 76 29 0D 0A 0D OA 43 72 79 70 54 6F 6F 6C 20 31 20 69 73
00050 20 6120 63 6F 6D 70 72 5 68 65 6E 73 69 76 65 20 66 72 65
00064 6520 65 64 75 63 61 74 69 6F 6E 61 6C 20 70 72 6F 67 72 61
00078 §D 20 61 62 6F 75 74 20 63 727970 74 6F 67 72 61 70 68 79
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Encropted seczion key:
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Symnetric nethod:
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=
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L

data encrypted with the hybrid cipher.

B Eét Vv et Dl b oo A g W g
8 Jf 1

Your private RSA key d is the integer number:



d=
7795036403964486025072642412504982925551247710914758693628788775938783545419
3820408779009965640493205588280774002827039042768160696523493945630923917976
57
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1
1

==

020205
Fad 3k 2

CDT g ] -eng Syinetric nethod:
S heymetric method: B3R Ciphertex
LS 1SS N T

Cowlh 2k B

§
1
2
§
2
f

P e e ke 3 e
Emsmemaam e
e

e =
Erpm e e 2

et

(000019
100001cc
100001k
00000228
00000256
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the session key o n RS TR R
) ) . Hopkpkok. ) NG

Click Contime » .. IR AT TTRTO-B -
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The session key is the following 128 bit number:
Session key: E9 06 B5 33 5F 59 1E 59 78 35 46 CB AF AE A2 E5

Then | Decrypted it and this is the Decrypted Doc:

il
File Edt View Encrypt/Decrypt D /P Indiv. Procedures Analysis Options Window  Help

0] l] | &[] oP[c| 2

00000000 43 72 79 70 54 F 6F 6C 20 28 63 74 61 72 74 69 6E 67 20 65 78 61 6D 70 6C 65 20 64 6F 72 20 74 68 65 20 43 72 79 70 54 6F 6F 6C 20 76 65  CrypToal (Starting exanple for the Cryplool we
D000D02E 72 73 69 GF GE 20 66 61 6D 69 6C 79 20 31 2E 76 29 (D 04 0D 04 43 72 79 70 64 6F 6F 6C 20 31 20 69 73 20 61 20 63 6F 6D 70 72 65 68 65 € rsion family 1.x). . CrypTeal 1 13 o conprehen
000000SC 73 69 76 65 20 66 72 65 65 20 65 64 75 63 61 74 63 F 6E 61 6C 20 70 72 6F 67 72 61 6D 20 61 62 6F 75 74 20 63 72 79 70 74 GF 67 72 61 70 sive free educsbional progrem shout cryptograp
00000084 65 79 20 61 6E 64 20 63 72 79 70 74 61 6E 61 6C 73 73 63 73 0D 04 £F £6 66 65 72 69 6E 67 20 65 78 74 65 6E 73 69 76 65 20 6F 6E 6C 63 6E  hy and cryptanslysiz. offering extensive onlin
000000RE 65 20 68 20 61 BE B4 20 6D K1 6E 79 20 76 69 73 75 61 6C 63 7A 61 74 69 6F 6E 73 2E 0D 0A 0D OA 54 68 69 73 20 63 73 20 61 20 74 & help and many visualizations . This isat
000000Es 65 73 74 6C 65 2C 20 63 72 65 61 74 65 60 20 69 BE 20 6F 72 64 65 72 20 74 6F 20 68 65 6C 70 20 79 6F 75 20 74 6F 20 6D bl 6B 65 =xt f1le, created 1n order to help you to nake
00000114 20 79 6F 75 72 20 66 69 72 73 74 20 73 74 65 70 73 20 77 o9 74 68 20 43 02 79 70 54 6F 6F 6C 20 31 2E 0D 0k 0D 0k 3129 20 41 73 20 61 20 your first steps with Coyplocl 1.0, 1) ks a
00000142 66 69 72 73 74 20 73 74 65 70 20069 74 20 69 73 20 72 65 63 6F €D 6D €5 GE 64 65 G4 20 79 6F 75 20 72 €5 6L 64 20 74 60 65 20 69 6E 63 €C first step 1t iz recomnended you read the incl
00000170 75 64 65 64 20 6F GE 6C 69 6E 65 20 68 65 6C 70 2C 20 74 68 69 73 20 77 69 6 6C 20 70 72 6F 76 63 64 €5 20 61 20 75 73 65 66 75 6C 20 6F  uded online help. this will provide & ussful o
0000D19E 76 65 72 73 69 67 68 74 20 6F 66 20 61 6C 6C 20 61 76 61 63 6C 61 62 6C 65 20 66 75 GE 63 74 69 6F 6E 73 20 77 69 74 68 63 6E 20 74 68 69 wersight of all availsble functions vithin thi
000001CC 73 20 61 700 70 6C 69 63 6L 74 §9 6F KE 2E 20 54 68 65 20 73 74 61 72 74 69 6E 67 20 70 61 67 65 20 6F 65 20 74 68 65 20 6F 6E 6C 63 6E 65 5 application. The starting page of the online
000001FA 20 63 65 6C 70 20 63 61 BE 20 62 65 20 61 63 63 65 73 73 65 64 20 76 69 61 20 74 68 65 20 6D 65 6E 75 20 22 48 65 6C 70 20 2D 3% 20 53 71 help can be acceszed via the nemu “Help -» 5t
00000228 61 72 74 6% 6E 67 20 50 oL 67 65 22 20 61 74 20 74 68 65 20 74 6F 70 20 72 69 67 68 74 20 6F 66 20 74 68 65 20 73 63 72 65 65 6E 20 6F 72 arting Page” at the top right of the screen or
00000256 200 75 73 6% GE 67 20 74 63 65 20 73 65 61 72 63 6B 20 6B 65 79 77 6F 72 ¢4 20 22 63 74 61 72 74 69 GE €7 20 70 61 67 65 22 20 77 69 74 €0 using the search keyword "Starting page” with
00000264 69 GE 20 74 68 65 20 69 6E 64 £5 78 20 6F 66 20 74 6F 65 20 6F GE 6C 69 6E 65 20 6B 65 6C 70 2E 0D DA G0 72 65 73 73 20 46 31 20 74 6F 20 in the index of the online help . Press Tl to
00000262 73 74 61 72 74 20 74 68 65 20 6F 6E 6C 69 6E 65 20 6F 65 6C 70 20 65 76 65 72 79 77 68 65 72 65 20 §9 6E 20 43 72 79 70 54 6F 6F 6C 2E 0D start the online help everyvhere in CrypTool
0000DZED  0h 0D OA 32 29 20 41 20 70 6F 73 73 69 62 6C 65 20 6E 65 78 74 20 73 74 65 70 20 77 6F 75 6C 64 20 62 65 20 74 6F 20 65 6E 63 72 79 70 4 .. 2] & possible next step would be to encrypt
0000030E 20 61 20 68 69 6C 65 20 77 69 74 63 20 74 68 65 20 43 6L b5 73 6L 72 20 61 6C 67 6F 72 69 74 68 6D 2E 20 54 68 69 73 20 63 61 6E 20 62 65  a file with the Caesar algorithn. Thiz can be
0000033C 20 64 6F 6E 65 20 76 69 6L 20 74 69 65 20 6D 65 6E 75 20 22 43 72 79 70 74 2F 44 65 63 72 79 70 74 20 2D 3£ 20 §3 79 6D 6D 65 74 72 69 63 done via the memu ‘Crypt<Decrypt <> Symaetric
00000364 20 28 43 6C 61 73 73 69 63 29 22 2E 0D 04 0D A 33 29 20 54 68 €5 72 €5 20 61 72 65 20 73 65 76 65 72 €1 6C 20 65 78 61 6D 70 6C 65 73 20 (Clazsic)’.. . .3) There are ssveral exanples
00000298 26 74 75 T4 GF 72 69 61 6C 73 29 20 70 72 6F 76 63 64 65 64 20 77 69 74 68 69 GE 20 74 68 65 20 6F 6E 6C 63 6E 65 20 68 65 6C 70 20 77 €8 {tutorials) prowided within the online help wh
000003CE 69 63 68 20 70 72 6F 76 63 64 §5 20 61 6E 20 65 61 73 79 20 77 61 79 20 74 6F 20 67 61 63 6E 20 61 BE 20 75 GE §4 65 72 73 T4 61 6E 64 69 dch provide an sasy way 10 gain an understandi
000003Fd  6E 67 20 6F 66 20 63 72 79 70 74 &F 6C 6F 67 79 2E 20 54 65 £5 73 65 20 65 78 61 6D 70 6C 65 73 20 63 61 6E 20 62 65 20 66 6F 75 6E 64 20 ng of cryptology These exanples can be found
00000422 75 69 61 20 74 68 65 20 BD b5 6E 75 20 22 48 65 6C 70 20 2D 3E 20 53 63 65 6E 61 72 69 6F 73 20 28 54 75 74 6F 72 69 61 6C 73 29 22 2E 0D  wvia the menu ‘Help -) Scemarice (Tutorials)®
00000450 & 0D O& 34 29 20 59 6F 75 20 63 61 6 20 61 6C 73 6F 20 o4 65 76 65 6C 6F 70 20 79 6F 75 72 20 6B 6E 6F 77 60 65 64 67 65 20 62 79 34 20 ... 4) You can also develop your knowledge by
D000047E 0D 04 2D 20 4E 61 76 69 67 61 74 69 GE 67 20 74 68 72 6F 75 67 €3 20 74 68 65 20 6D 65 6E 75 73 2E 20 69 6F 75 20 63 61 6E 20 70 72 65 73 .- Navigating through the nemus. You can pres
000004AC 73 20 46 31 20 61 74 20 61 6E 79 20 73 65 6C 65 63 T4 65 64 20 €D 65 6E 75 20 63 74 65 6D 20 74 6F 20067 65 74 20 66 75 72 74 68 65 72 20 s Fl ab any selected nenu iten to gel further
00000404 69 6E 66 6F 72 6D 61 74 63 6F 6E 2E 0D 0& 2D 20 52 65 61 64 63 6E 67 20 74 68 65 20 69 6E 63 6C 75 64 65 64 20 52 65 61 64 6D 65 20 6f 69 dnformation . - Reading the included Readne fi
00000508 6C 65 20 28 73 65 65 20 74 B8 £5 20 6D 65 6E 75 20 22 48 65 6C 70 20 2D 3E 20 52 65 61 64 6D 65 22 29 7E 0D DA 2D 20 56 63 65 77 63 6E 67 le (se= the menu "Help -) Feadue") . - Viswing
00000535 20 74 68 65 20 69 6E 63 BC 75 &4 65 64 20 63 6F 6C 6F 72 b5 75 6C 20 70 72 65 73 65 6E 70 61 74 b9 6F 6E 20 28 54 63 69 73 20 70 72 65 73 the included colorful presentation (Thiz pres
00000564 65 6E 74 61 74 69 6F 6E 20 63 61 6E 20 62 65 20 66 6F 75 6E o4 20 6F 65 20 73 65 76 65 72 61 6C 20 77 61 79 73 34 20 65 2E 67 ZE 20 69 6E  entation can be found on several ways: =.9. 1n
00000592 20 74 66 65 20 22 4B 65 6C 70 22 20 6D 65 6E 75 20 6F 66 20 74 €3 69 73 20 61 70 70 6C 69 63 61 74 69 €F GE 20 20 6F 72 20 76 69 61 2074 the 'Help’ menu of thiz application, or via t
D0000SCO 66 65 20 22 44 6F 63 75 6D 65 6E 74 61 74 69 6F GE 22 20 73 65 €3 74 €9 6F 6 20 66 6F 75 6E 64 20 61 74 20 74 68 65 20 22 83 ™4 61 72 74 he "Documentation” section found &t the “Start
DOOONSEE 6% 6E 67 22 20 70 61 67 65 20 6F 66 20 74 68 65 20 6F 6E 6C 63 6E 65 20 68 65 60 70 29 2E 0D DA 2D 20 G4 63 65 77 69 6E 67 20 74 63 65 70 ing" page of the onling help) - Vieving the
000006IC 77 65 62 70 61 67 65 20 77 77 77 2E 63 72 79 70 74 6F 6F 6C 2E 6F 72 §7 2E 0D 0A 0D 0A 4A 75 BE 65 20 32 30 31 32 0D 0A 54 68 65 20 43 72 webpage wev. cryptool.org. .. June 2012, The Cr
00000644 79 70 54 6F 6F 6C 20 74 65 61 6D 0D 04 yplonl tean
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CrypTool 1is & comprehensive fee educational program aboutcryplography and cryptanalysi -
ofering extensive onlin help and many visualzations. Hyorid Encyption with RSA-AE - Visalzaion withaFlow Chat.

i is & text fle, crealed in order to help you to make your first steps with CrypTool 1.

1) As a fist step it is recommended you read the included online help, ths wil provide a ge" at the top right of the screen 9
or using the search keyword "Staring page" wihin the index ofthe online help.
Press F1 to start the online help everywhere in CrypTool.

2) A possible next step vould be lo encrypt a fle with the Caesar algorthm. This can be df
3) There are several examples (tutorials) provided within the online help which provide an ef

14) You can also develop your knowledge by:

- Navigating through the menus. You can press F1 at any selected men item to et furth
- Reading the included Readme fle (see the meny "Help -» Readme”)

- Viewing the included colorful presentation (This presentation can be found on several way
- Viewing the viebgage i cryptool org.
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Q8. The advantages of the Hybrid RSA-AES cipher and How does this encryption method

compare to the other methods the Lab has covered are:

{1 sringuangleen (==

(CrypToal (Starting example for the CrypToal version family 1.x

CrypT

ofering | 00000000 2 65 63 65 69 76 65 72 34 20 20 20 20 5B 53 69 64 65 43 63 61 6E 6E 65 6C 41 74 74 61 63 6B 5D 5B 42 6F 62 5D 5B 52 53 41 2D 35 31 32 5D Receiver:  [SideChannelAttack][Bob][RSA-612]
0000002E 5B 31 31 35 32 31 37 39 34 39 34 5D 5B 50 49 4F 3D 31 37 33 34 5D 20 20 20 20 20 4C 65 6E 67 74 §8 20 6F 66 20 65 6E 63 72 79 70 74 65 64 [LIS217T34534][FTH=1234] Tength of encrypted

IThis i | DOODOOSC 20 73 65 73 73 §9 £F 6E 20 6B 65 79 3A 20 20 20 20 35 31 32 20 20 20 20 45 6E 63 72 79 70 74 65 64 20 73 65 73 73 §9 £F 6 20 6B 65 79 30 session hey 512 Encrypted session key
0000008k 20 20 20 20 &9 EL 72 3F F8 84 39 45 2B C8 7E 33 C3 08 E2 F2 4k 59 DE 37 BF FD 55 E2 B4 15 AF FF BC 25 37 3B 62 42 Eh B3 94 o4 FC 68 CB {7 1r?. 9E+ B Y70 %70bB. . d.h.G
00000083 BC ES 00 Dk 9B 83 E? 5D AC CE (9 B9 52 B2 E3 F1 LF 0C 24 3E BD 30 20 20 20 20 53 79 6D 6D 65 74 72 63 63 20 6D 65 74 63 6F 64 34 20 20 20 ]R800 Symnetric nethod

1)As | [00DDODEE 20 41 45 53 20 20 20 20 41 73 79 6D 6D 65 74 72 69 63 20 6D 65 74 68 6F 64 3h 20 20 20 20 52 53 41 20 20 20 20 43 69 70 68 65 72 74 65 78 AES  Asywnetric method:  RGA  Ciphertex

orusif) | 00000114 74 34 20 20 20 20 97 A2 B& 85 26 SE C3 E9 37 9F 64 OC Bh 44 FD 02 F4 CD OE O 4F AE DB 17 90 94 67 40 C0 D3 19 8E DO DO DF C& D1 78 DF 95 ¢ LA T D0 gl

Pregs| | 00000142 5B DE 4B 62 F7 32 AD 99 67 32 53 87 DF AC 5% 0D D 23 56 FE E1 A5 8D E3 FF 8C 61 20 75 B7 82 BF GC AR 3CB6 7038 D9 2E 16 93 94 AE 1A 47 [Eb 2 215 T & a8
00000170 BIL BC 32 99 F2 D3 7D 83 D1 39 0D 15 05 3A BD BE 44 8F 54 B2 67 AD 85 C8 DD 1E 20 07 9E 6D C5 90 95 BA IF 13 D3 2B 32 49 58 5D EF 17 F& FO 2390 Ta. .o H2IED
00000195 CC 6F 52 Bh 3E 12 A4 2F BS 74 FD F3 2C 25 o4 02 B 58 04 F3 27 2D 3D 5D 54 b2 55 &k D4 98 6D 44 4 AF 40 11 6C 2B 97 L1 94 do &4 72 45 78 of ». /.2 %d [ '-=]Thl. . nDOO@ L+, FDr.{

2)AP(|000001CC 77 68 B0 B9 52 BS 93 42 84 €9 5B BY EC 90 CC CC 9E CS 17 00 94 8D 91 EC 45 DB DF B3 7D 81 A3 1B KB DS BE 38 49 7 40 FL EF 1B 2C 01 98 C6  wh. R. B [.... TR SRS L
000001Fs  AE 47 95 7B LD 50 9E 54 EA 02 16 66 1A 87 22 64 01 EE E& DE 57 FA ES 60 73 79 &4 7D B6 DE BC 09 1D BD CC D9 FE 45 05 85 JC 55 76 DS FE 69 (PRI B Womsy )

3) Thel 00000228 E2 CEEE 22 19 E3 FD 14 02 BD 25 44 44 €9 DS CD 2F FL FD CF A% 04 C2 FE B4 AL B6 D3 2F 69 99 24 0F FO E1 34 E9 06 A4 A3 FE E2 98 &7 77 06 " I . 1
00000256 96 F1 Ch 2B T8 41 F& 08 48 B4 §9 25 0C 24 3C FC FO 98 55 4D E2 2 CF E6 EE B7 DA 9D B2 4E FF 58 A3 4E 44 74 1D B6 D4 15 38 67 €1 07 58 10 +h Kixse TH
00000284 E8 5D 32 EF 41 8B 10 37 A4 CC FE 05 21 71 7B 64 DF 05 CD 62 63 90 DB A8 1D AC &6 AE 63 0B 33 22 F CD 65 61 F7 17 2B 4L 44 CB DB 95 A6 E7  ]24. 7. . laly

) You | 000002B2 B2 D2 6C 43 4L AS AC D7 C3 C7 8E 53 6D F3 Sh C BA 37 B0 O A1 EA SE EE A9 0D 4L 82 E3 0 C2 65 5F £9 67 40 86 DB DL 28 43 45 AS 36 92 94 1Ch. .. 5n

- Nang [000002E0 21 27 B9 30 AC 97 98 91 9D CA GE D E4 79 69 41 2B AS B7 E9 39 40 AB AR E7 04 53 7D 63 22 07 A2 84 62 7E 6F 90 1D 17 0C 38 36 CB G1 4D 35 1" 0.........xhi+

- Read |0000030E BB B3 77 75 BF 3k B8 B3 OF 26 E6 F7 5570 29 05 C7 98 2B 24 EO 0D 77 98 CE 19 F4 43 30 59 B3 OE CB 1F 31 §3 33 91 5F Di BF DC S0 B& 62 09 L & Up)oasw

| View| |1000033C 32 DD B7 E7 C7 01 AD 9C BF 94 70 0C D0 86 54 17 P9 6C 7B A6 32 OF 1B B7 53 6F 02 B1 08 DE C6 AC 05 2B SE 83 63 5B §7 23 0& DO 66 A9 53 D4 L T {7

Vi 00000364 F6 DE 62 78 EB 4F E5 25 09 94 F7 23 36 7D DD 1% 1D 5& D& 60 ED 8F EC 56 00 14 8F FO 99 F2 30 0B 8B 40 A4 D2 4 F& 4D 9D 03 A6 B8 05 47 80 be 0% #6070

i 00000393 B3 0B 63 13 7C BE 6D AC 15 A8 34 80 A6 9C OE B4 72 78 7A 98 ED 11 6 SF 42 §3 17 75 BS 6D 9D C4 27 97 9A 68 BC 73 30 66 05 00 02 DO 68 L1 c |,
000003Ce 53 37 D SE 3h FD CE C5 Ak 95 D1 10 F8 91 O0F FS 94 A CC 2E Ad FF E6 61 7F 5B &7 4B 94 14 4B FO C5 D3 38 68 48 17 CO B3 0B 7E 02 E5 10 0C o
000003F4  BS BY OC LB E6 71 EX 1C 79 49 A1 AD 81 FC E3 63 17 A2 9 40 25 74 9D FO F3 32 B6 81 A4 18 Ak OF 35 38 41 8D 0A 33 FE EO OF 14 Be 75 FE 39 q..7......h
00000422 C6 75 C3 52 45 BE 4D 64 01 80 30 97 DC 45 88 02 03 6C BS 06 CA F7 46 §9 01 76 63 CC 90 C4 F7 77 BG B4 05 6E 37 46 93 B2 00 7F 6B 1D CE 0E  w REnMT. - E. .1
00000450 BB 64 E4 70 37 EF 55 C5 43 95 76 57 B3 69 CO COCE DA DE JEED 20 DD 31 EC 44 D9 97 21 93 98 E6 32 EEED PE 36 CE 2L DD DE SE 13 4D 0EER  d.}P.0CowW i,
0000047E 86 DE GF 52 B1 E3 EA 28 AD F4 FS DC 89 C5 B3 74 97 4E D2 94 AZ DA OC 5D 54 Bh DA 44 3D D4 7F 32 D2 E1 77 7A 7B 19 43 DE 59 86 FF 62 21 54 Y S PR A1
000004AC 7 FA SC FF GE OC 34 19 98 78 2E D0 81 8B 8E 34 1E D3 DD CD 95 C3 A5 03 1F 24 E9 D6 10 B3 9D D3 43 BA 55 33 19 EL 33 24 1D C8 F2 Bl BB 9F LR
0000040k 34 €8 73 C4 BC 9% 47 42 BF D8 03 6o 24 34 20 0L D4 E3 78 BO D BS 38 57 80 77 33 03 30 DE 52 66 47 DF 75 7 43 2F 57 DA AE A7 B9 M €305 4= GB. f#l { MKW
00000503 &5 &7 E6 30 3D 6F 79 EE 17 LC 89 99 F3 71 &0 EF 9 DE AF 94 45 43 47 57 47 08 47 LE 66 54 30 E8 ES 71 FE 37 B3 00 oF 92 28 C8 9F (F 4B L7 l=oy......q.
00000536 3B 29 5B 34 61 34 ES CF 65 77 00 68 ED EF 32 69 D9 60 43 A4 Dd 05 01 90 &4 EE 36 4B 21 FF AR 06 96 FCF9 BD 59 F7 0E OC 9D 2C BD F4 2B 2% )[4 v h 22 bC .
00000%k4 - OE CD 64 15 DE BF 04 C1 OF 2D F3 BB 07 9C 5D SE 56 AC B4 EC 03 03 48 A6 06 25 E2 E3 05 06 1F 03 0B D3 E4 76 44 03 41 Ak ES 13 74 DC 26 4D oo e DA e
00000592 D2 07 6% 12 E1 74 B2 64 39 9% 8B C1 37 15 FA 24 B0 48 CE 54 33 F2 34 FA F1 4E 40 00 A5 D3 4D 06 47 36 6D BE 2E 56 f4 43 F3 6F 9F F& E3 28 1239 .7 o« BT 4 NG N.Gha <V o
000005CO FO CA DS 93 10 82 B& C0 AS F& CC 24 FA FE 40 26 54 EB F4 CA A% S5C 37 8C ES FD £5 72 BL 63 6D 94 45 32 15 46 64 51 §3 60 66 FE D0 44 FF 81 Lo 5 0&T. N7 er.on E2.FdOc'f. D,
O0000SEE 48 43 EC B3 8D 47 38 9F 1D 76 L6 he 90 81 OB &k 91 D2 42 28 B LA FC 83 77 BC 70 42 bA 64 53 9C D7 44 FO B3 04 &0 BC A3 98 93 IF 9B EEEF  HC. GH v.. .  B(E wvpyds D..... .. ..
0000061C  SE BS C2 45 98 FD 70 C4 99 62 99 4E 33 88 C9 9D CS EB CB DO A4 EB 6C 52 9C 92 B8 [M 08 AF E9 31 29 6B 29 54 28 5D 92 60 3D 04 04 08 E9 6& " . .p..b.H: .. R DRIZ()P
00000644 OB OE SE 67 C3 01 200 34 BE F2 OF 05 CC 91 9D 26 44 FE OF 65 OF ED 69 95 99 A7 EO ID 3C 09 AE E1 47 55 78 97 FE 1D 57 74 43 C7 D4 44 &0 OF g b et CRLE S i
00000678 65 95 94 2057 14 TF 22 06 17 11 SI BB AL 39 AT A OE A4 DEFLEB J9OETIBF FL FIECGF OC 24 E2 DE 98 D9 9 90 3D BS 32 75 JE AR E3 64 e 0. ' 8 Hgoood i uod
00000fAE €3 22 FS DL 2C 37 B 15 DB 66 56 E4 93 §C 2E £9 AB BE BE 78 93 B8 OF 62 44 ES B0 F7 F7 61 95 Ad IF F2 FB 15 52 53 9F 14 EC 09 69 2F 2E 90 7 Lo RS,
000006D4 A E2 0% 2F 28 SE 6B 57 65 4B FE SE DB 08 12 75 7B 27 FB A6 94 DE 15 09 17 13 30 AC 15 39 02 D1 ES 83 82 41 2B 84 C3 B4 2E 9E 19 9C F4 E8
00000702 35 CO 37 98 2F & 64 C3 04 B7 72 0B E2 81 6D 13 90 88 53 88 Bt 32 BC BE 8F B3 48 C5 Ch 6% 30 FI BS 25 25 BA 8B 02 4E CO AL 0& 6C FE 61 66
00000730 3E F4 BS 22 58 B7 B2 JE F4 4B 36 05 F4 34 82 &4 90 FS 37 02 5E F3 €2 32 05 8D DS 8C A8 38 AS 19 82 77 OF 1B BF 50 B1 6D ES 49 29 2E 47 &6
O000075E  JE 9C 44 12 43 45 FB 33 JC 90 E2 FF C2 E2 49 DO BA 04 96 B1 SE 6F 04 EE 05 EE 14 5C

Advantages of the Hybrid RSA-AES are many and one is that it still stays at the speed of
symmetric encryption while protecting the data with the strength of asymmetric encryption.

Because the symmetric encryption is about 100 % faster than asymmetric encryption this makes
it more efficient and there are no sacrifices to security and the performance. This encryption

uses the Pro’s of each part of the encryptions.

This Encryption compares to the other methods in that they are either Symmetric or

ol o



Asymmetric. Symmetric is fast but not as secure and it needs to be known by both parties.
Asymmetric is slow and only encrypts small amounts of data but is secure and only one party
(the owner) of the Private key is able to encrypt and decrypt message from the public key. The
Hybrid puts these bothe together and uses each. This is more secure and faster for equal
symmetric processing.

Resources
CSEC 630 Lab Assignment 1 - Introduction to Cryptography

Anderson, R. (2008). Security engineering — A guide to building dependable distributed systems
(2nd ed.). New York, NY: John Wiley & Sons Publishing, Inc. Chapter 5, “Cryptography”



